Installing and configuring MS SQL Server
1. Preparing for Installing

MS SQL Server 2014 is the current version recommended by Microsoft, It has several editions
and Contiki can work with all of them. Contiki can also use older versions (SQL Server 2008 and
SQL server 2005) as well.

For information regarding SQL Server 2014 requirements refer to Microsoft information:
https://msdn.microsoft.com/en-us/library/ms143506.aspx

The free version of SQL server, SQL Server 2014 Express edition, is good enough to run Contiki,
the Demo and/or small models (SQL Server Express includes 10GB of storage per database).
It can be downloaded from:

http://www.microsoft.com/en-us/server-cloud/products/sql-server-editions/sql-server-
express.aspx

This document go's over the proper installing steps for SQL Server 2008 (R2), so it will function
with Contiki.

Important: All critical/important updates must be performed and latest Service Packs must be
installed for OS and MS SQL Server, any less than that can cause serious (security) problems.

2. Installing

Follow the next Screens:

= SQL Server Installation Center = g

Planning Hardware and Software Requirements

Tee
il

Installation Yiew the hardware and software requirements,

Maintenance =l Security Documentation

Tools View the security documentation,

How te Get SOL Server Data Tools

Resources EEE-I Online Release Notes
Advanced View the latest information about the release.
Options J

S0L Server Data Tocls provides an integrated envirenment for database developers to
carry cut all their database design work for any SOL Server platform.

,IE System Configuration Checker

Launch a tool to check for conditions that prevent a successful 50L Server installation.

J Install Upgrade Advisor

Upgrade Advisor analyzes any SQL Server 2012, SOL Server 2008 R2, 5QL Server 2008 or
S50L Server 2005 components that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,

QOnline Installation Help

Launch the online installation documentation.

Read instructions on how to get started with SOL Server 2014 failover clustering.

How to Get Started with a PowerPivot for SharePoint Standalone Server Installation

EEE-I How te Get Started with SCL Server 2014 Failover Clustering

- ) ) Read instructions on how to install PewerPivot for SharePeint in the fewest possible
Microsoft SQL Server2014 steps on a new SharePoint 2010 server,



https://msdn.microsoft.com/en-us/library/ms143506.aspx
http://www.microsoft.com/en-us/server-cloud/products/sql-server-editions/sql-server-express.aspx
http://www.microsoft.com/en-us/server-cloud/products/sql-server-editions/sql-server-express.aspx

Planning % New SOL Server stand-alone installation or add features to an existing installation
Installati Launch a wizard .to.install saL Serl.rer?_QM in a non-clustered environment or to add
features to an existing SCL Server 2014 instance.
Maintenance
Tools % Mew 5CL Server failover cluster installation
ool
Launch a wizard te install a single-node 5QL Server 2014 failover cluster.
Resources
Advanced gat?‘:ﬁ‘ Add node te a SQL Server failover cluster
Launch a wizard to add a node to an existing SOL Server 2014 failover cluster,
Options
E Upgrade from SCQL Server 2005, SOL Server 2008, S0L Server 2008 R2 or SOL Server 2012
Launch a wizard te upgrade 5QL Server 2005, SQL Server 2008, SOL Server 2008 R2 or SQL
Server 2012 to SCL Server 2014,
Microsoft SQL Server2014

Enter your product key

=
el x

Product Key

Specify the edition of SQL Server 2014 to install.

Product Key Validate this instance of SQL Server 2014 by entering the 25-character key from the Microsoft A
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such

License Terms X . ;
as Evaluation or Express, Evaluation has the largest set of SQL Server features, as documented in SQL

Global Rules Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to
Product Updates another, run the Edition Upgrade Wizard,

Install Setup Files

Install Rules () Specify a free edition:

Setup Role Evaluation

Feature Selection
(@) Enter the product key:
Feature Rules

Feature Configuration Rules _:I

Ready to Install
Installation Progress

Complete

< Back Mext = | | Cancel




License Terms

To install SOL Server 2014, you must accept the Microsoft Software License Terms,

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress
Complete

MICROSOFT SOFTWARE LICENSE TERMS -

MICROSOFT SQL SERVER 2014 STANDARD

These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named above,

which includes the media on which you received it, if any. The terms also apply to any Microsoft

s updates,

s supplements, v

B2 9

Copy  Print

| accept the license terms,

0 Turn on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the
quality, reliability and performance of Microsoft SOL Server 2014,

See the Microsoft SOL Server 2014 Privacy Staternent for more information.

* Microsoft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studic.

< Back | | Mext = | | Cancel

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup

can continue,

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress
Complete

Operation completed, Passed: 6. Failed 0. Warning 1. Skipped 0.

Hide details <<

View detailed report

Rule Status

Fusion Active Template Library (ATL) Passed

Previous releases of SQL Server 2008 Business Intelligence Devel.., | Passed

Consistency validation for SQL Server registry keys Passed

Computer domain controller Passed

Microsoft MET Application Security Passed

Windows Firewall Warning

RIELLEIRIEILS

Block install when Microsoft SOL Server 2014 CTP1 is present. Passed




Setup Role

Click the SOL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

(®) SQL Server Feature Installation

Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
and other features.

() All Features With Defaults

Install all features using default values for the service accounts.

Feature Selection

Select the Standard features to install.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Features: Feature description:

The configuration and operation of each

Database Engine Services instance feature of a 50L Server instance is
[] s0L Server Replication isolated from other SOL Server instances, SOL
[] Full-Text and Semantic Extractions for Sean Serverinstances can operate side-by-side on the
[] Data Quality Services EIET e

[] Analysis Services

[[] Reporting Services - Mative Prerequisites for selected features:
Shared Features

Already installed:
. Windows PowerShell 2.0
-Microsoft NET Framework 3.5
- Microsoft Visual Studio 2010 Redistributables
[ Integration Services - Microsoft Visual Studio 2010 Shell

[[] Client Tools Backwards Compatibility EMicenHEN Rk

[] Client Tools SDK Disk Space Requirements

[[] Documentation Components

Management Tools - Basic
Management Tools - Complete

[] Distributed Replay Controller

[[] Reporting Services - SharePoint

[] Reporting Services Add-in for SharePoint Prod:
[] Data Quality Client

[[] Client Tools Connectivity

Drive C: 2232 ME required, 23414 MB

Select Al || Unselect Al |

Instance root directony: |C:\Program Files\Microsoft SQL Server

Shared feature directony: C:\Program Files\Microsoft SOL Server\

Shared feature directory (x86): C:\Program Files (x86)\Microsoft SOL Server\,

< Back | | Mext > | | Cancel | |




Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Configuration
Server Configuration

ion

Datak Engine C

() Default instance

(®) Named instance: |9QL2014

Instance ID: [sar2014

SQL Server directory:  C\Program Files\Microsoft SOL Server\MS5QL12.50QL2014

Installed instances:

Instance Name

Instance ID

Features Edition

Version

SOLYAH1

MS50QL11.50LYAHT... | 50LEngine 5QLEngi... |Developer

11.0.2218.0

Feature Configuration Rules
Ready to Install

Installation Progress
Complete

5QL2008 MS5QL10_50.5CL2008 | SOLEngine Standard

10.51.2500.0

<Shared Compone...

55MS, Adv_55M5, C...

11.0.2218.0

<Shared Compone...

S5DTBI_VS2012

11.1.3369.0

<Shared Compone...

LocalDB

11.0.2100.60

Server Configuration

Specify the service accounts and collation configuration.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Service Accounts || Collation

Microsoft recommends that you use a separate account for each SQL Server service,

Service

Account Name Password

Startup Type

SQL Server Agent

NT Service\SOLAgentSSQ...

Manual

SQL Server Database Engine

MNT ServicetMSSQLSSOL2...

Automatic

SOL Server Browser

NT AUTHORITYLOCALS...

Automatic




Server Configuration

Specify the service accounts and collation cenfiguration.

Product Key

License Terms

Global Rules

Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Configuration
Server Configuration

Diatak

Engine C
Feature Cenfiguration Rules
Ready to Install

Installation Progress
Complete

Service Accounts |; Collation :

Database Engine:

Hebrew_CI_AS

| Customize...

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for non-
Unicode Data

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection
Feature Rules

Instance Configuration
Server Configuration
Engine Config
Feature Configuration Rules
Ready to Install

Installation Progress

Datab ation

Complete

Server Configuration | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mcde
() Windows authentication mode

(® Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.

Enter password:

Confirm password:

Specify SQL Server administrators

50L Server administrators
hawve unrestricted access to
the Database Engine.

Add Current User | | Add... | | Remove




Ready to Install

Verify the SQL Server 2014 features to be installed.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SOL Server 2014:

<

[=- Summary

- Edition: Standard

. Action: Install (Product Update)
=- Prerequisites

E| Already installed:

- Windows PowerShell 2.0

- Microsoft NET Framework 3.3

- Microsoft Visual Studio 2010 Redistributables
- Microsoft Visual Studio 2010 Shell

. Microsoft .NET Framework 4.0

=) General Configuration
=) Features

- Database Engine Services
- Management Tools - Basic
.. Management Tools - Complete

= Instance configuration

- Instance Name: SOL2014

- Instance [D: QL2014

- Instance ID's

. L.SOL Database Engine: MSSQL12.50L2014

nstance Directory: C:\Program Files\Microsoft SOL Server\

[=I- Shared compenent root directory

Shared feature directory: C:\Program Files\Microsoft SOL Servert,
Shared feature (WOWE4) directory: C:\Program Files (x868)\Microsoft SOL Server,

Configuration file path:

C\Pregram Files\Microsoft SOL Server\12045etup Bootstrap' Legh20130125_17410% ConfigurationFile.ini

Complete

Help

Your SQL Server 2014 installation completed successfully with product updates.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Information about the Setup cperation or possible next steps:

Feature

(7 Management Tools - Complete
Management Tools - Basic
Database Engine Services
SOL Browser
SOL Writer
Setup Support Files

Status
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded

Details:

Viewing Product Documentation for SQL Server

Only the components that you use to view and manage the documentation for SQL Server have

been installed. By default, the Help Viewer component uses the online library. After installing SQL
Server, you can use the Help Library Manager component to download documentation to your local
computer. For more information, see Use Microsoft Books Online for SQL Server

(<http:{/go.microsoft. com/fwlink/?LinklD=299578>).
Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2014, see the «

Summary log file has been saved to the following location:

CA\Program Files\Microsoft

L Server120\Setup Bootstraphlogh20150125 174109

\Summary YAHS 20150125 174100.txt




3. Firewall settings for SQL Server remote access:

Open SQL Server to the firewall for remote access. For SQL Server 2014, the following ports
must be included:

e TCP 1433
e TCP 1434
e UDP 1434

Refer to “How to: Configure a Windows Firewall for Database Engine Access” at the following
link: http://msdn.microsoft.com/en-us/library/ms175043.aspx

4. Memory settings of the SQL Server:

Set the maximum server memory (in MB) to a value that is less than the memory installed on the
PC. Use task manager to see the amount of available memory on your system when fully loaded.
There should always be at least 10 to 20 Percent (%) free physical memory available by
average. If there is not found to be enough memory available, then lower Maximum Server
Memory assigned to SQL Server or add more memory to the system (see sample picture below).
Memory use depends on the size of the data used and is at every customer different and ranges
from a few MB’s to many GB’s. For average users a setting from 128MB until 512MB should

suffice, Never have your PC use more than 90% averagely of its physical memory for this will
cause the system to behave slow and less stable. Consult with experienced people for tuning

our system if needed.
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Microsoft SQL Server Management Studio (Administrator)

File Edit View
ahEn-

W

Server Properties - YAH8\SQL2014 = =

Object Explorer
Connect~ 3

= [ YAH8\S
= 1 Data
3 s

30D

[ Secu
[ Serve
[ Repli
L3 Alwa
1 Man
[ Integ

[® saL

Selecta page

127 General

£ enoy

# Processors

& Security

|8 Connections

A4 Database Settings
& pdvanced

%7 Permissions

Connection

Server:
YAHB\SQL2014

Connection:
YAHB\Laura

3 View connection properties

Progress
Ready

‘S Script m Help

Server memory options

Minimum server memory (in ME):
0 >

Maximum server memory {in MEB):

512 z

(Other memory options
Index creation memory {in KB, 0 = dynamic memaory):
0 =

Minimum memory per query (in KB):

024 =

(® Configured values () Running values

Cancel



http://msdn.microsoft.com/en-us/library/ms175043.aspx

5. Setting server proxy account:

When running Contiki Client on a different PC from the one where SQL Server is installed
(using remote server) the SQL Server proxy must be granted with read rights on the Temp
directory (refer to Installing Contiki document for further information)

Bulk insert uses sqlserv.exe and not Contiki5.exe. That is why it is needed to know how to
grant ‘sqlserv.exe’ its proxy (read) rights on Temp directory.

How to find the SQL server proxy: The SQL proxy can be any installed user and is mostly
not the same like the user you use to log in.

Notice: opening Management Studio or Contiki as an administrator does not change the SQL
server proxy user. For bulk insert the proxy user used by the sqlserv.exe is the one needing
read rights to the temporary data file location, that is often not the same like the user name
you logged on to and you work with.

Use Task Manager (on the PC were the SQL server is installed) to verify who is running
sqlserv.exe:

=1

File Options WYiew Help

.Applimﬁnns Processes |Ser'u'i::es I Performance | Netwurkingl Isers I

Image ... = | User Mame | CPU | Memory (... | Description | :l
SMSS.eXe SYSTEM o 500K Windows Session Manager

SMSvcHost.exe  METWO... o 4,632K SMSvcHost.exe

SMSvcHost.exe  LOCAL ... Qo 0,980 K SMSwcHost.exe

spoolsy, exe SYSTEM oo 10,176 K Spooler SubSystem App

sglbrowser.ex... SQLproxy 0o 3, 784K  S0L Browser Service EXE

sglservr.exe SQLproxy 51,272 K S0L Server Windows NT - 64 Bit
sglservr.exe SQLproxy 0o 309,340 K SQL Server Windows NT - 64 Bit

sglwriter.exe SYSTEM ao 1,994 K 50U Server VS5 Writer - 64 Bit

Ssms.exe *32 Mikael oo 30,740 K 55MS - S0L Server Management St...

svchost, exe LOCAL ... oo 11,496 K Host Process for Windows Services

svchost, exe SYSTEM oo 26,924 K  Host Process for Windows Services

gvchost. exe LOCAL ... oo 5, 784K Host Process for Windows Services

gvchost. exe SYSTEM oo 4,632 K Host Process for Windows Services

svchost.exe METWO... 0o 8,952 K  Host Process for Windows Services

svchost.exe SYSTEM iy} 4,292 K Host Process for Windows Services

svchost, exe METWO... 00 5.572 K Host Process for Windows Services ;I
V¥ show processes from all users End Process |

|F‘rm:esses: 71 |CF‘U Usage: 1% |F‘hysi:3l Memory: 51% |_ i

Best practice: When installing the SQL Server it is best practice to create a limited user account
and use this instead of the default options for the SQL Server user proxy. Changing it afterward
has to be done with caution if there are other dependencies to the SQL Server.

For example, create a new user account “SQL Proxy” at your Domain/Workgroup with limited
rights, and use this account for SQL Server proxy account. This will be the account that has to be
granted with permissions to read from Temp directory.

Without a manual “Server proxy account” it is common for the “Server proxy account” to
default to “local system” or similar accounts that have no default read permissions to shares and
mappings even if targeted on that same PC.



In order to set the “Server proxy account”:
Open SQL Server Management Studio and login.
Right click on the Server Name and select “Properties:

et Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

Pl il 5 | S NewQuery [y 1y
Object Explorer v ix
Connect~ @Y &) @ QQ

B 1502014 50 Server 12020002

i

B4 a@d|o-e-8-53(d8lr

= C@ Databases Connect..,
3 Systemn Databases Disconnect
1 Database Snapshots Register...

3 Security

3 Server Objects New Query

3 Replication

3 AhwaysOn High Availability

[ Management Start

3 Integration Services Catalogs Stop
[ 50L Server Agent (Agent XPs disa

Activity Monitar

Pause
Resume

Restart

Policies

Facets
Start PowerShell
Reports

Refresh
Properties

Choose “Security” and set the Server proxy account. Confirm by pressing OK.

H Server Properties - YAH8\SQL2014 = B
Select a page I . I

4 Genera ; Script Lj Help

& Memory

1% Processors

1 Security

2 Connections

% Database Settings
%A Advanced

% Pemissions

Server authentication

() Windows Authertication mode

® S0L Server and Windows Authentication mode

Login auditing

() None

(@) Failed logins only
Successful logins only
() Both failed and successful logins

Server proxy account
Enable server proxy account

Prowy account: YAHSLaura
Co Password: |'”"““T
Server:
YAHE\SQL2014 Options
Connection:
YAHE\Laura

["] Enable C2 audit tracing

View connection properties
=i [] Cross database ownership chaining

Progress
Ready

Carcs




6. Setting SQL Server Logins:

SQL Server Login Minimum rights for Contiki Clients
Server roles: Bulkadmin
User Mapping: public & dbowner for Contiki’'s DB’s.

To set Login properties, open Microsoft SQL Server Management Studio, open Security =>
Logins => right click on the desire login => Properties. On Server Roles check the required
options. Minimum rights, as shown in the pictures bellow:

8 Serpt = ([ Help

1% Server Foles
1% User Mapping Server role is used to grant server-wide security privileges to a user.
1 Secursbles
15 Status
Server roles:
bulkadmin
[] dbereator

[] diskadmin
[ processadmin
public

[] securityadmin
[T] serveradmin
[] setupadmin

Woctn ]

Connection

Server:
YAHENSQLZ014

Connection:
YAHE\Laura

3 View connection properties

Progress




On User Mapping, check Contiki’s relevant database in the upper window.

After that, check the required rights in the lower window. Recommended rights for full DB
control as shown in next picture:

8 Serpt = ([ Help

1 Server Roles
ﬁ’ User Mapping |Users mapped to this login:
ﬁ‘ Securables Ma Database Lser Default Schema
' Siatus Contiki-EdemoSQL2005  YAHS\Laura
¢ Cortiki-Hdemo-SQL2005  YAHB\Laura

master

model

msdb

tempdb

=l

o000 ®

[] Guest account enabled for: Contiki-Hdemo-5QL2005

Database role membership for: Cortiki-Hdemo-SC0 L2005

db_accessadmin
Server: db_backupoperator
YAHRSQLAT4 db_datareader
Connection: db_datawriter
YAHS\Laura db_ddladmin

3 View connection properties E jE::ﬂ::ﬁ?f
db_owner
Progress db_securtyadmin
public

Connection

Minimum rights requirement as shown below:

Database role membership for: Contiki-Hdemo-5G L2005

Connechon
[] db_accessadmin
Server: [] db_backupoperator
YAHEASQL2M4 [] db_datareader
Connection: [ db_datawriter
YAHE\Laura [] db_ddladmin

db_d staread
ﬂ View connection properties E db:dmat:merer

db_owner
Progress [] db_securityadmin
Ready vl

ok || Cancel
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